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Evolution of Artificial Intelligence

Artificial Intelligence

alam®s the field of computer science that seeks to create intelligent machines

1956 that can replicate or exceed human intelligence

Machine Learning

BVamts subset of Al that enables machines to leam from existing
data and improve upon that data to make decisions or

predictions

Deep Learning
alam¥s a machine leaming technique in which layers of

neural networks are used to process data and
2017 make decisions
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Phase 1 Phase 2 Phase 3
Initial Buzz Challenges Tangible Benefits

Expectations

ChatGPT has over 200 million
weekly active users
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Efficient
& Effective

Spy vs. Spy: Mad Magazine
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of security pros believe
Al benefits security
teams as much or more
than threat actors

Spy vs. Spy: Mad Magazine
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hackers-for-hire and hacktivists to carry out effective
access and information gathering operations.

This enhanced access will likely contribute to the

b
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— Al-generated deepfake audio and video make social engineering attacks
more convincing, tricking victims into transferring funds or revealing sensitive
information.

— Al crafts personalized phishing messages by analyzing social media
profiles, past interactions, and email histories for highly convincing scams.

— Al replaces brute-force methods by detecting password patterns,
enabling hackers to generate highly probable guesses and even bypass two-factor
authentication.

— Machine learning enables cybercriminals to rapidly sift through vast
amounts of public and private data to uncover sensitive information.

— Al-powered bots scan thousands of networks for vulnerabilities,
automate exploitations, and even optimize ransomware attacks.

https://www.sharp.co.uk/news-and-events/blog/how-ai-is-being-used-for-cyber-attacks @atchGuard‘
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Al Impact on Cyber Actors

Highly

capable Capable Less-skilled

State actors, commercial companies
Common Profile State threat actors selling to states, organized
cyber crime groups

Hackers-for-hire, opportunistic cyber
criminals, hacktivists

Highly skilled in Al and cyber,

Skills & Resources Skilled in cyber, some resource constraints Novice cyber skills, limited resource
well resourced
Imblications Best placed to harness Al's potential in Most capability uplift in reconnaissance, Lower barrier to entry to effective and
P advanced cyber operations social engineering and exfiltration. scalable access operations

Reconnaissance

Social engineering,
phishing, passwords

Significant uplift

Tools (malware, exploits)

Lateral movement

Exfiltration

—
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https://www.ncsc.gov.uk/report/impact-of-ai-on-cyber-threat @at chGuard
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Ghost Ransomware Group

FBl and CISA warns about China’s
Ghost ransomware group targeting
businesses and critical
infrastructure worldwide
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Ghostis one of the world’s most dangerous groups and has been
indiscriminately targeting networks containing vulnerabilities in more
than 70 countries worldwide since early 2021.

Focuses on small businesses, critical infrastructure, government
networks, schools, healthcare, and manufacturing. Exploits outdated
software and firmware vulnerabilities.

* Gainsentry by exploiting public-facing vulnerabilities in common
applications like Microsoft SharePoint

* Uses Cobalt Strike Beacon to escalate privileges

* Deploysransomware within hours or days of initial access

* Uses legitimate email services to communicate ransom demands

* Typically steals only limited amounts of data

* Regularly changes ransomware payloads, file extensions, and
ransom note details.

* Moves onto new targets if faced with secure, well-protected

networks @atchGuard"‘
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“..attackers will soon be able to specify desired
outcomes, as opposed to needing to manually

control every step. From there, agents will carry
out — on a continuous, never-sleeping basis —

the required steps to make those outcomes a
reality.”

@atchGuard“
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Typical Flow of Cyber Attacks

Access Expansion

Phishing
Email

Brute
Force
Password

Network
Recon

Valid Internet

Credentials Exposed ‘
Service

Command

Vulnerability . &
Exploit » Install remote access Control
* Disable endpoint security

* Phone home

Avg 7 Days

Copyright © 2025 WatchGuard Technologies, Inc. All Rights Reserved

Data Staging

Lateral
Movement

Privilege
Escalation

Execution

Data
Exfiltration

Backup
Destruction

Mass
Data
Encryption

Minutes to Hours
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Extended Detection and Response: Essential Cybersecurity
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EDR

NDR
Cloud
Auth

Email

O To many products
U No correlation

0 Complexity

O Alert Fatigue

O Full correlation

O Risk scored incidents
O Single Ul

O Automation

O Integrated remediation
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Why XDR Now?

Eliminate Security Gaps & Blind Spots
Relying on patchwork of security tools that operate independently, leads to fragmented visibility and
delayed threat response.

2. Boost Operational Efficiency & Reduce Costs
With XDR, automation and Al handle complex threat analysis, reducing manual workloads and
increasing efficiency.

3. Offer Stronger Security to Happier Clients
Provide your clients with a proactive, Al-driven security solution that offers real-time detection and
response.

4. Solve More Complex Security Problems
Cybersecurity is no longer just about staying safe. XDR can help your clients save on compliance,
adhere to industry controls, apply for cyberinsurance, and demonstrate security to their supply
chain partners.

5. Tap Into a High-Growth Market
XDRis one of the fastest-growing segments in cybersecurity, with a CAGR of nearly 40%. XDR is a
prime opportunity for MSPs to increase revenue, enhance service offerings, and stay ahead of
competitors.
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WatchGuard ThreatSync in WatchGuard Cloud

Correlated telemetry provides context & defines incidents
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ThreatSync+ is an Al engine that monitors
for anomalous behavior to automatically
uncover early signs of misconfiguration,
vulnerability, or a breach 24/7/365.

1. Multi-layered Al engine designed by DARPA

2. 100% cloud — no hardware!

3. Operates outside the network for full visibility

4

. Intelligent detection and response capabilities
across your entire threat surface

@atchGuard“
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How it works

ThreatSync+ makes it easy for security teams to uncover evidence of threats as they progress across the cyber
kill chain.

Multiple data sources to build context around the behaviors in your environment. ThreatSync+ collects telemetry from
traffic logs, NetFlow, DHCP, VPN, Entr ID/ AD, and more.

Undertakes an intensive learning process starting with a baseline of normal behaviors correlated to your network,
users, services, and associated assets.

Alerts are automatically mapped to a specific MITRE ATT&CK® type and provided with a link for more information, if
available.

Smart Alert details include several charts and maps and provide details about the behavior by time, historical activity,
and timeline.

ThreatSync enables automatic detection, and response to threats detected on the network, endpoint devices, or
identity infrastructure.

@atchGuard‘
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Unique Data Ingest into ThreatSync+ Al Engine

Ingest Flow & Log Data

Firebox
Fire Cloud
Service Edge (SASE)
VPN
Office Firewall
Network Routers /Switches
Entra ID/Active Directory
SaaS Applications
Cloud Platforms
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Results In Minimal Alerting and Maximum Detection Accuracy

Stack

Enrichment Traffic

Robust Learning Algorithms

Machine-Learning Events

Behavior /Event Correlation

Smart Alerts

Functions

Result

One week of data

17K internal IPs,
75K+ extemal IPs

2.73B Flows

~ 5x102 x reduction

5.2m Events

~6x102 reduction

9K Behaviors

~4x102 reduction

21 Alerts

3 Alerts Per Day
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ThreatSync+ Supercharges Unified Detection

Unifi

ed Detections

ThreatSync Core

Token
Abuse

[l Firebox
|:| Endpoint
Bl AuthPoint

- Secure WiFi

Failed Login

Zero Trust
App. Flag

Advanced
Scripts

Malware
Sandbox

Virus
Detection

Response Actions

Push Fatigue

Attacks

Malware &
PUP

Intrusion
Attempt

Violations

Detection

Malicious

Evil
Twin

Policy

Indicator of
Attack

Exp loit

Malicious

URL IP

Rogue
WiFi AP

Rate of File
Activity

Access
Location/Time

New Access
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InternalFiles
Shared

Anon File
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RogueDevice

Intrusion
. i@l i Peer to Peer Horizontal Brute Force Password
Attempt Beaconing External Port . . :
S Exfiltration Port Scan Attempt Spraying

Delete File

Isolate Device

Kill Process
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ThreatSync+ includes 36+ Al-powered detections
for Ransomware Alone
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] ThreatSync+ NDR
[l ThreatSync+ SaaS
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Firebox Cloud Firebox

Fortinet
Sophos

Cisco Cloud Firewall
Palo Alto | L

L T 1
SonicWall

Check Point

Office Firewall

HIT
HIl

Network
Routers, Switches

&

Entra ID /
Active Directory

Traffic Logs

WatchGuard
Collector Agent

NetFlow, DHCP, VPN

WatchGuard
Collector Agent

NetFlow, DHCP

0
.GI A ID.
Identity Activity

QOO0

Workload/
Workspace Activity

Application Activity
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-« WatchGuard
AuthPoint EPDR
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Unified Detection
Threat Detection
Policy violations

Investigation
Visualization
Correlation
Prioritization

Remediation
Workflows
Playbooks
Automation

Reports

> Threats & Risks
> Goals & Objectives
> Custom/Configure

Compliance

> NIST 800-53
>[S0-27001

> UK Cyber-Essentials
> Custom/Configure
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ThreatSync+ NDR

@atchGuard' Dashboard

ThreatSync+ NDR

Network Summary
Smart Alerts
Policy Alerts
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Network Audit Logs

Monitor Configure Inventory Administration

Network Threat Landscape

Network Threat Landscape
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0 Close this Smart Alert v
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Confidence: Very High Status: Updated Start: Jun 6, 2024, 8:30:00 AM End: Jun 6, 2024, 11:30:00 AM

Policy Alerts |
24 hours I BEHAVIOR GOUNT OVER TIME BEHAVIOR MAP  ACTIVITY  TIMELINE  COMMENTS

. Level3 SCTIOGT

New Int

The following behay

Major Actor @ -

192168.224199

10.99 S

Key Indicators Vertical Porm\
N\ _——traffic —— !

Internal - 192.168.224.254

Organization:| -

Vertical Por...
Domain: Not €

Top Policy Ald
192.168.224.196
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Cyber Insurance

@

Threat Detection Compliance

Risk Visibility

Supply Chain Defense

Minimize Threat Surfaces Reduce Dwell Time & Stop Reduce manual audit & Protect Ecosystem / Maintain Acquire and Maintain Cyber

& Improve Hygiene

Identify, tag, and monitor
devices/loT

Surface failed policies,
misconfigurations, account
issues across networks &
Clouds

Detect blind spots,
vulnerabilities, and rogue
devices

Attack Damage
Ransomware attacks
Vulnerability-based attacks

Cloud/SaaS account
attacks

Cloud to network attacks

MITRE Attack Stage
Visibility

reporting costs

Continuous, automated
control reporting

100+ OTB cyber &
compliance policies

UK Cyber Essentials, ISO
27001, NIST 800-53

GDPR, FFIEC, NCUA
compliance

Contracts & Revenue

Quickly recognize attacks
across your cloud and
network

Share critical threat
intelligence with partners

Prove security posture/
continuous audits

Impact on sales contracts

Insurance / Assure Payouts

Network & Cloud cyber
hygiene standards upgrade

Ensure cost reduction and
renewals, pre-breach
posture

Ensure post-breach payout
standard met
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Unifies all firewall, router, and switch

data to deliver a global view of risks and T w
threats Goal Report " Network Threats Report 1SO 27001:2022 Compliance Report

-

w

Network Threat Reports

Network Threat Report
CyberScore for Acme Corporation

Top risks and threats, guidance on
mitigation

Network Defense Overview

Program definition, goal setting
SLA metrics

Management reporting

Ransomware Defense Reports include Ly Tt
15 objectives and 56 controls defined by
CISA to protect your network

Top Network Threats

Top risks and threats, guidance on
mitigation

Management reporting

@atchGuard“
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Live Demo

atchGuard
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