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The role of PAM in compliance

Privileged access management (PAM) plays a key role

in enabling zero trust and defense-in-depth strategies
that extend beyond mere compliance requirements.
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Core Syteca PAM capabilities
for establishing
NIS2 & DORA compliance



Identity and access
management

e Promote zero trust with multi-factor

authentication (MFA)

e Implement granular privileged access

management (PAM)

e Enable secure remote access to your

infrastructure

NIS2 | Article 21, req. 2. ¢, d, |, j
DORA | Chapters i, IV

e Conduct regular user access reviews

e Implement just-in-time access



Password management

e Securely store and deliver secrets to users

e Implement automated password rotation

e Encrypt user passwords and secrets

e Grant access without revealing the password

e Provide one-time passwords for remote third-

party users

NIS2 | Article 21, req.2.d, h, i
DORA | Chapters I,V



Just-in-time access

e Provide access on demand / upon request

e Revoke access automatically upon task

completion
e Enable granular role-based permissions

e Implement time-based access restrictions

NIS2 | Article 21, req. 2. d, i
DORA | Chapters i, IV



Incident response and
investigation

Leverage user activity monitoring (UAM) for

context about security threats
e Implement real-time security alerts
e Enable automatic response to threats

e Facilitate incident investigation with user

session recordings and session export

NIS2 | Article 21,req. 2.9, b, d
Article 16
DORA | Chapters ||, lll, V



Auditing and reporting

e Monitor privileged users in real time

e Record user sessions to enhance accountability

and support incident reporting
e Track third-party user actions with your data

e Leverage behavioral analytics to detect

anomalies in user activity

NIS2 | Article 21, req. 2. 9, b, d, f, i;
Article 23
DORA | Chapters ||, lll, V



User data
pseudonymization

Replace personal data with aliases to
comply with GDPR, CCPA, and other
data privacy requirements.

Pseudonymization can be reversed for investigation
purposes by authorized personnel.

USR-A5054E A CLN-5F454B

USR-97C044 & CLN-380515

Request to expose user

You are requesting to exposure user USR-0B3A0D

Cancel

RMH-0D0134

RMH-0D0134

RMH-0D0134

RMH-0D0134

RMH-0D0134




Benefits of using Syteca for NIS2 &

DORA compliance

Manage privileged accounts and
sessions with lightweight PAM

o x

solution

“& - Detect and disrupt insider threats

N\ Avoid fines and lawsuits

4

Secure and control access to
sensitive data for third-party
vendors

Promptly respond to incidents

Get full network visibility by
tracking user actions



< On-premise deployment

Syteca
Management Tool

Syteca
Application Server

Syteca Clients

File storage for
binaries

Database
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Desktops and laptops
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Servers

vmware
CiTRIX UNIX

Terminals

A UNIX




One platformto secure
your inside perimeter

Secure
credentials

Discover
hidden
accounts

Control
user
access

@ rrivileged Access Management (PAM)

Unified
Platform

@ user Activity Monitoring (UAM)

Monitor in Analyze and

real time | H&i“ |V investigate
Prevent
insider threats »

A Fast to deploy
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Easy to scale




———— Headquarters

About Syteca

mmmmm  Regional for EU

B Regional for Europe and
support office

r R&D office

Founded

in 2013

More than

1,500 customers

Offices in

4 countries

300 partners

in 56 countries
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Syteca is recognized by
cybersecurity experts

aws Gartner.
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